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The term Web services means the standardized techniques, such as xmL,
HTTP, and soAP, which are used for implementing distributed applications.
These techniques enable programming language and platform independence.
Furthermore, the Web services infrastructure is very well supported in diverse
programming environments.

This thesis presents the implementation of wsiDP as an extension to Ubi-
login, a single sign-on solution for the www. The software implements appli-
cable parts of sAML 2.0 and ID-WSF 2.0 specifications using Java programming
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are discussed as well.

The implemented specifications pose different requirements for the Web Ser-
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and discusses their effects.
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Tyossa kuvataan web service -kirjautumispalvelimen (wsipp) toteuttaminen ja
selvitetddn erilaisia tapoja integroida palvelin osaksi tuotantojérjestelmaa.

Web serviceilld tarkoitetaan hajautettujen sovellusten toteuttamista hyddyn-
tden standardoituja tekniikoita, kuten XML, HTTP ja soAp. Namai tekniikat mah-
dollistavat ohjelmointikieli- ja alustariippumattomien sovellusten rakentami-
sen. Web services -infrastruktuurille 16ytyy my6s hyvin laaja tuki erilaisista oh-
jelmointiymparistoista.

Tdssd tyossd esitellidn wsipp-ohjelmiston toteuttaminen osaksi olemas-
sa olevaa www-ympariston kirjautumispalvelinta (1pp), Ubiloginia. Ohjelmis-
to implementoidaan SAML 2.0- ja ID-WSF 2.0 -madrittelyjen pohjalta Java-
ohjelmointikielelld. Ty6ssd perehdytdan my6s muihin aihetta sivuaviin spesi-
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Toteutetut madritykset asettavat omat vaatimuksensa sille, minkalaisia raja-
pintoja asiakasohjelmiston (wsc) ja sovellusohjelmiston (wsp) kuuluu toteut-
taa. TyOssd esitellddn nelja vaihtoehtoista tapaa wsc:n ja wsp:n toteuttamiseksi,
seké ndiden vaihtoehtoisten integrointitapojen vaikutuksia.
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Chapter 1

Introduction

In the history of traditional client-server applications, the Web technologies, such
as HTTP and HTML, together with browser-based user interfaces enabled a whole
range of new kind of applications. These applications could be used worldwide
through the Internet or restricted in an intranet. The Web browsers eliminated the
need for individual client applications and offered total operating system, platform,
and vendor independence.

Building on the success of the Web, the computing industry set in motion
design of new methods for interoperable distributed computing while trying to
learn from the past solutions: bcom, CORBA, RPC, and Java RMI. The new meth-
ods arise from the idea of using xML, standardized in 1998, for communication in
distributed applications. Gradually the ideas of major industry players—such as
Microsoft, 1BM, Sun and Oracle—converged to creating the soAP, xsp, and wspL
standards that would later be coined as Web services [Levo1].

According to Haas, Web services aim at vendor, platform, and language inde-
pendence. Most importantly, this means interoperability: the customer is not tied
to a particular vendor as in the previous efforts. [Haao3, pages 8-9]

In the www, various authentication solutions have been defined to facilitate e.g.
business transactions and corporate services in intranets and extranets. Many of
the solutions—such as Microsoft Passport or Ubilogin Single Sign-On presented by
Nykénen in [Nyko2]—have reached a mature state. These solutions are, however,
proprietary, vendor-specific, and thus making way for open, xmML-based protocols
like saML and WS-Federation.

In addition to profiling authentication in the www—also known as Websso,
the standards and specifications for authentication and security define profiles for
Web services too. Implementing Web services authentication interface in an iden-
tity provider facilitates the developing of distributed applications using Web ser-
vices. Furthermore, using standardized authentication protocols prepares the way
for interoperability and complex use cases such as federation and delegation.



1. INTRODUCTION 2

Research Goals In this thesis, the implementation of a Web service identity
provider—Ubilogin wsipp—is documented. wsIDP implements protocols from
the SAML 2.0 [sAML-core] and 1D-WSF 2.0 [1D-wsE-authn-draft] specifications and
extends the Ubilogin sso solution described in [Nyko2].

The two goals of the thesis are: to analyze the problems regarding the imple-
mentation of these specifications with Java and to explore the different possibilities
in integrating wsIDP as a part of a production environment. The latter focuses on
the requirements wsIDP poses to the other communication counterparts (i.e. wsc
and wsp).

Organization The background to the subject, available tools, the xmML security
specifications, and Ubilogin Single Sign-On are presented in the next chapter. Next,
in chapter 3, the chosen protocols are described more carefully and the major chal-
lenges of the implementation are discussed while also considering security aspects.

Chapter 4 describes the major shortcomings of sAML and 1D-wsF specifications
that were noticed in the course of the implementation. In chapter 5, problems
of the three-way authentication procedure are discussed. Later, four additional
deployment scenarios are presented along with their benefits, security concerns,
and requirements for the wsc and wsp.

Next, in chapter 6, the suitability of the chosen specifications for the given goal
is discussed based on the findings of the thesis. A case example of the real-life use
of wsIDP is presented to reflect a final view on the integration procedures.

Finally, in chapter 7, the present situation of identification in Web services is
analyzed and a view to the future concludes this thesis.



Chapter 2

Background

In this chapter, a background to the subject is presented: xML in a nutshell, what are
Web services, what is the role of authentication and authorization in Web services
as opposed to Websso, the most important XML security specifications and what
the Ubilogin Single Sign-On software is.

2.1 Extensible Markup Language

Extensible Markup Language (xML) was designed by w3c as an easy-to-use sub-
set of Standard Generalized Markup Language (SGML) in 1998. Its design goals
included the ease to write programs for processing XML documents in the Web
whilst keeping the documents “human-legible and reasonably clear” [xML, section
1.1].

The xML specification [xmL] defines the format of elements, their attributes,
and character data that constitute an XML document. Additionally, the well-form-
edness of documents is specified. The character data in the documents is defined
in terms of the Unicode character set. In 1999, Namespaces in XML was specified
to provide a method to distinguish different markup vocabularies in a single doc-
ument.

The grammar for a class of documents was originally defined by pTD, but later
on w3cC XML Schema was developed to extend the capabilities of pTD. Lately,
few notable new schema languages have been proposed, namely RELAX NG and
Schematron. However, XML Schema seems to be most popular of the schema lan-
guages for data binding—perhaps due to being a w3c recommendation. All the
XML specifications mentioned in this thesis use an XML Schema Definition (xsD)
as the normative schema.

Together the xsps and namespaces enable straightforward combination of sev-
eral XML document types. The schema can be used to constrain which “datatypes,
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elements and their content and attributes and their values” are permitted in a docu-
ment [XML-schema, section 1.1]. Additionally, the schema specifies normalization
and default values. These characteristics facilitate the programmatic processing of
xML documents such as constraint checking.

Another important—and elemental—extension to XML is the xmL Digital
Signature (xMLDsig), especially in the field of data security. xMLDsig can be used
to sign just a specific portion of an XML tree with the signature either enveloped in-
side the signed tree, enveloping the tree inside the signature, detached as a separate
data object, or possibly as a sibling part of the tree [xMLDsig, section 2.0].

The signatures “add authentication, data integrity, and support for non-repu-
diation to the data that they sign” [xmMLDsig-intro]. However, the signature spec-
ification does not specify how to associate the keys with the signing party and so
the trust relationships must be carefully considered by the implementer [xMLDsig,
section 1.0].

XML Processing Today, XML tools are ubiquitous in modern programming envi-
ronments. The Java programming language offers the two most popular methods
for xmL handling in the built-in Java ap1 for XML Processing (Jaxp): Document
Object Model (pom) and Simple ap1 for XML (SAX). DOM is a tree-based Ap1 which
parses the whole xML document as a tree and offers in-memory manipulation. It
is simple, but also criticized for having a quite ugly Java implementation and not
being object oriented. This is due to boM’s history as a generic interface for several
scripting languages and different browser vendors. According to Harold, another
drawback of poMm is that it allows “creation of malformed documents” [Haro3, slide
9.

sax was originally designed just for Java but is today available for probably ev-
ery programming language with an xML parser. Harold classifies it as an event
based push API: it parses XML as a stream and sends events upon finding new nodes
(e.g. elements, text, or attributes) [Haro3, slide 3]. It is effective and well suited for
Java, but Web services seldom fit into streamable parsing.

Java Architecture for xmML Binding (JaAxB) is a very viable tool for XML process-
ing in Java if the xsps are available for the documents in question. The jaxs tools
generate Java source code for each element and produce an object tree specific to
the schemata. The JAxB elements can be marshalled to poMm trees and unmarshalled
back to jaxB. This allows handling a part of the tree in e.g. pom. All in all, JaxB
offers an elegant object-oriented solution and impose content validation per XML
schemata. However, Harold illustrates various problems that arise from the use
of xML schemata—should there be recursive content or if the order of elements is
significant [Haro3, slide 7].

DOM, SAX, and JAxB are de facto examples of the tree, event based push, and
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data binding ap1s for xmL. Harold presents xML Object Model (xom) as a better
tree based API in [Haro3] and discusses the differences between xom, yjpom, and
poMm. He also lists the aforementioned API styles along with the event based pull
APL Also Ojala discusses the major viewpoints regarding the different ap1 styles in
[Ojaos, section 2.5].

2.2 Web Services

According to w3cC’s Web Service Architecture, “a Web service is a software sys-
tem designed to support interoperable machine-to-machine interaction over a net-
work” [ws-arch, section 1.4]. The architecture underlines that Web services are
most appropriate for distributed systems where the components operate over In-
ternet and on different platforms [ws-arch, section 3.1.2]. The document suggests
that XML, soaP, and wsDL technologies be used in such circumstances to achieve
the Web services’ goals such as interoperability, extensibility, and manageability.

SOAP is a “lightweight protocol for exchanging structured information in a de-
centralized, distributed environment” [soap-part1, chapter 1]. The w3cC’s soap
specification standardizes an extensible messaging framework and processing
model using XML technologies. sOAP is specified to be independent of the under-
lying transport protocol, but is practically always transmitted over HTTP as speci-
fied in the soap HTTP Binding [soAP-part2, chapter 7]. Although soap is not the
only way to implement Web services—nor the only device for sending xML over
HTTP—it has a wide and working installation base in different programming envi-
ronments.

The soAP messages are realized as an envelope that contains a mandatory body
and an optional header block. The soap body contains the actual data payload, or
protocol message, that is to be sent. The header contains everything that is not part
of the payload. More specifically, different header blocks are defined as extensions
to soAP that provide e.g. message correlation, reliability, and security. It should
be noted, that the header blocks can be addressed to a certain soap intermediary.
This way, the header elements can be utilized to achieve an end-to-end context
whereas the transport protocol provides signaling only for a single hop (e.g. in
HTTP headers). Additionally, a structure and processing model for soap faults are
specified for carrying error information.

Today soAP is seen as a viable communication framework for new client-
server applications—especially for such applications which can not be imple-
mented as Web applications. The most recent version of SOAP specification, SOAP
1.2 [soap-part1], was defined already in 2003. The technological ideas around it
are quite mature, but the software tools and soap implementations are still ongoing
heavy development. The maturity of soap implementations (i.e. SOAP stacks) vary
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largely on different platforms (e.g. Microsoft .NET, Sun Java and various applica-
tion servers, such as Bea WebLogic). In fact, all Web services specifications covered
in this thesis are defined on top of sOAP 1.1—as are also most of the contemporary
industry specifications.

Web Services Definition Language (wspL) provides a standardized tool for
specifying the interfaces of a Web service. wsDL 1.1 was specified in 2001 and uses
XML Schema “as its canonical type system” [wsDL, chapter 1]. The specification
separates the used type information, message data, operations, and bindings from
the Web service interface. The specified bindings are sOAP 1.1, HTTP, and MIME
[wsDL]. As of writing, wsDL 2.0 is still not finalized as a w3c standard.

wsDL is typically used for generating the source code for a client or server coun-
terpart of a specified Web service interface. For some Web services specifications,
the wspL documents are distributed along with the xsps and the normative speci-
fication document.

Ojala further discusses sOAP usage and its relation to concepts such as Service-
oriented architecture (soa) and Representational State Transfer (REsT) in [Ojaos,
chapter 3].

In several specifications, the classic use case examples of soaP include query-
ing stock quotes and making travel reservations. A more concrete example is the
ApiTaMo service of the Finnish National Board of Taxes presented in section 6.3.
ApiTaMo provides checking, fixing and sending of e.g. tax return forms. As the
protocol is specified on top of soap, it facilitates implementing the client software
in different kind of environments and applications.

2.3 Websso and Web Services Authentication

With Web Browser Single Sign-On (Websso) we mean the authentication of Web
application users in an Identity Provider (1pp). The 1DP provides a centralized so-
lution for authentication and authorization, usually for more than one Web appli-
cation. Websso is designed as a series of HTTP POST and GET requests with client
and server redirects transferring the authentication protocol messages.

This thesis focuses on authentication and authorization in Web services and
SOAP as opposed to Websso. Solutions for Websso, such as Ubilogin Single Sign-
On (sso) or Microsoft Passport, have reached a mature state.

Figure 2.1 presents three different use cases for Websso and Web services au-
thentication. In the first case, user A wishes to use the Web application at the ser-
vice provider sp-a. The identity provider 1DP authenticates the users of this appli-
cation. User A accesses both the 1pP and sp-a with his browser.

In use case two, the service provider sp-a acts also as a Web service consumer,
wsc-1. To provide the requested information in the Web application, wsc-1 needs
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User A —1. Uses—>» —2. Uses—p
S P

Browser
SP-a/WSC-1
1. Web_SSO trusts 2 \|NS trusts
Login Login 3. Uses

<«—3. WS Login— g
9 User B

\\Q WSC-2

IDP WSIDP

Figure 2.1: Websso and ws authentication use cases, see [Liberty-overview, page
8]

to request information from a Web service provider, wsp. Here, wsp uses the Web
service identity provider, wsipp for identifying wscs. Thus, wsc-1 needs to log in
to wWsIDP, possibly using user A's identity.

In the third use case, another user (user B), has an intelligent mobile device
wielding a Web service consumer software, wsc-2. wsc-2 needs to log in to wsiDp
to request information from wsp.

In the first use case, the user is authenticated through a Websso interface. Both
the second and third case employ ws authentication. Both of the identity providers,
1pp and wsIDP, could be implemented in a single application and share the same
user database. This way, a single sign-on session could be provided between the
logins 1 and 2. The user A and both wscs could also use a sso session to access
other service providers than the ones depicted in the figure.

The major difference in Websso and ws authentication is the interface pro-
vided by the identity provider. In Websso, the 1pp uses HTML forms to provide a
user interface that is not standardized. In Web services, a well-defined—or even
standardized—protocol is used for delivering the authentication data over soap.

Furthermore, a wsc generates the authentication protocol messages by itself.
It also provides the login user interface which is not facilitated by wsipp. In some
situations, e.g. in wsc-1 of use case two in figure 2.1, no login user interface is
needed at all.

The need for a Web services authentication interface, wsiDp, rises from the
popularity of Web services in new distributed applications. Providing such an in-
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terface facilitates the developing of Web service provider and consumer applica-
tions. Use cases of ws authentication are further discussed in section 3.1.

2.4 Web Services Authentication Protocols

Features such as reliability and security have been intentionally left out from the
sOoAP specification to keep the protocol simple and extensible [soAaP-part1, chapter
1]. This implies an evident need for specifying authentication and authorization
extensions to soAp. Specifications and standards for this kind of extensions have
been proposed by many different bodies such as the Liberty Alliance Project’, 0a-
s1s?, Shibboleth?, and ws-1*.

Liberty and oasis are open standards consortiums which have worked together
on some standards. Furthermore, Liberty organizes conformance and interoper-
ability testing events through which it certifies interoperable implementations.

ws-1 promotes interoperability and is backed by big industry companies like
Microsoft and 1BM which have designed the ws-* specifications. Shibboleth is an
open source software project of Internet2.

Prior to the standardized soap authentication protocols, presented below in
sections 2.4.1 through 2.4.3, diverse custom solutions were used. E.g. HTTP and
HTTPs offer standard procedures such as basic, digest, and client certificate au-
thentication that were used in client toolkits such as the Microsoft soap Toolkit
2.0 [Gavo1]. Also proprietary solutions such as Microsoft’s NTLM and including
the credentials in application-specific soap headers have been proposed [Reio2].

All these solutions lack the extensibility to arbitrary authentication methods
and means for providing well-specified identity information such as different name
identifier formats and user attributes. In addition, the proprietary solutions are
obviously not meant to be interoperable with other vendors.

2.4.1 Security Assertion Markup Language

One of the most important XML security specifications is SAML. sAML offers both
an xML-based language and a protocol for authoring and processing “assertions
made about a subject by a system entity” [sAmML-core, chapter 1]. The wsiDp im-
plementation documented in this thesis is based on sAmL 2.0.

The first sAML version, 1.0, was completed in May 2002 and certified by the oa-
s1s Security Services Technical Committee (ssTC) as a standard in November 2002.

"http://www.projectliberty.org
*http://www.o0asis-open.org
3http://shibboleth.internet2.edu/
4http://www.ws-1i.org/
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Figure 2.2: samL family tree [Liberty-overview, page 4], see also figures 2 and 3 in
[Malo6]

Liberty designed its Identity Federation Framework (ID-FF) 1.0 specification as an
extension to sAML 1.0. These specifications evolved to their next versions, ID-FF
1.2 and sAML 1.1, offering new features to each other. Later on, “Liberty submit-
ted its ID-FF 1.2 as input to SAML 2.0” [Liberty-tech, page 20]. Also the Shibboleth
OpensaML 1.1 implementation offered some enhancements to the SAML 2.0 spec-
ification. SAML 2.0 was completed on January 2005 and today Liberty has discon-
tinued the development of 1D-FF in favor of saML. [Liberty-tech]

The saML specification is documented through different profiles and bindings:
the profiles describe typical saAML message flows as use cases which can be imple-
mented using specific protocol bindings. Regarding samL, this thesis concentrates
on the Ecp sso profile which can be implemented using soap and Reverse HTTP
binding for soap (pA0s). The Websso profile implements the equivalent sSAML mes-
sage flows using HTTP redirect, POsT and artifact bindings. [sAML-conformance,
chapter 2]

2.4.2 Web Services Languages

A coalition of companies such as Microsoft, 1BM, RsA Security, and VeriSign has
specified a set of sOAP extensions usually referenced as the ws-* (ws-Star). Among
these are the WS-Trust and WS-Federation languages which form the basic build-
ing blocks of the Microsoft Identity Metasystem.
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The Windows CardSpace framework builds on WS-Trust, WS-Security, and
WS-SecurityPolicy specifications [InfoCard]. The WS-Federation Active and Pas-
sive Requestor Profiles (ws-F ARP and ws-F PRP) specify very similar features as
saML Ecp and Websso profiles, respectively. ws-F PR is the protocol used in Mi-
crosoft Active Directory Federation Service (ADFs) which can be seen as the de
facto implementation of ws-F PRP [ADFS, page 7].

The most important ws-* specification in the context of this thesis is the Web
Services Security: soAP Message Security [wss]. It provides mechanisms for
message integrity and confidentiality along with an ability to send security to-
kens—such as sAML assertions—as a part of a message [wss-saML]. Web Services
Security (wss) version 1.1 was approved as an 0AsIs standard in February 2006
[wss].

2.4.3 Liberty Alliance Identity Web Services Framework (ID-wSF)

In November 2004, Liberty Alliance published the first draft release of the
ID-wSF authentication service and single sign-on specification, version 2.0
[1D-wsE-authn-draft]. This version was implemented in Ubilogin wsipp. Later on,
in October 2006, the final version of ID-wsF 2.0 [ID-wsF-authn] was published.
This thesis refers to the final protocol version on other than implementation-
specific issues.

The specification offers general identity authentication as per [WLg2] and uses
SAML 2.0 assertions as security tokens. The authentication protocol is based on
Simple Authentication and Security Layer [sAsL]. All the 1D-wsF specifications are
defined to be used with soap binding. [1D-wsE-authn]

There are numerous other Liberty Alliance specifications for e.g. exchanging
user information and providing a discovery service. The Liberty specification set
is referenced as ID-* (ID-Star).

2.5 Ubilogin Single Sign-On

Nykénen describes Ubilogin as a secure single sign-on solution for the www
[Nyko2, chapter 1]. It is developed at Ubisecure Solutions Oy. Ubilogin Au-
thentication Server (uas) provides similar features—but not all of them—as the
1pP of the sAML 2.0 Websso profile using a proprietary Ubilogin ticket protocol
[saML-conformance, chapter 2]. UAs authenticates users, implements access con-
trol, provides role and group based authorization, and includes a wide range of au-
thentication mechanisms such as Windows authentication, bank authentication,
mobile authentication methods, and authentication from external LDAP or Active
Directory.
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In addition to vas, Ubilogin consists of an administrative user interface
through which the Ubilogin users, groups, authentication methods, Web Agents
(uwas), access control to the uwas, and authorization policies are controlled.

Ubilogin is written in Java programming language using the Java Servlet 2.3
interface and is compatible with the common application servers such as BEA Web-
Logic, Apache Tomcat, and Caucho Resin. Ubilogin uses a standard LbAP directory
as its primary data storage. A wide variety of Ubilogin Web Agents (Uwas) have
been implemented as Java servlet filters and similar filters for other platforms for
integrating Ubilogin with different Web application environments.

Ubilogin Ticket Protocol Ubilogin Ticket Protocol was designed for secure and
flexible Web browser sso and easy deployment. The protocol relies on a trust rela-
tionship between uas and the uwa which is established by creating a shared secret
in a set-up phase. [Nyko2, section 3.2]

Figure 2.3 depicts the login message flow of the Ubilogin ticket protocol:

1. The user requests a resource in the Web application.

2. The uwa blocks the request because it does not contain a valid application
ticket in the HTTP cookie. The UwA generates an application ticket request
and redirects the request to UAs.

3. The browser forwards the ticket request to UAs.

4. UAs validates the ticket request and starts the authentication process. The
authentication process consists of one or more HTML forms and respective
HTTP POSTs where the user may get to choose the authentication method and
present his credentials.

sso: If the request in the step three contained a valid master ticket in the
HTTP cookie, then user has an existing session with uas. In this case, the
authentication process is skipped.

5. When the user has been authenticated uas generates an application ticket
response, sets the master ticket to the cookie, and redirects the browser back
to the Web application.

6. The browser repeats the initial request from step one accompanied with the
ticket response.

7. The uwa validates the ticket response, sets the application ticket to the cookie,
and redirects the browser to the resource which was requested in the first
step.
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Figure 2.3: Login message flow in the Ubilogin ticket protocol [Nyko2, section 3.4]

8. The browser requests for the resource. The request contains the application
ticket in a cookie. The uwa checks the validity of the ticket and allows the
request to reach the Web application.

9. The Web application responds with the requested resource.

If the user has a session with vas, i.e. the master ticket stored in a cookie, the
whole authentication procedure is transparent to the user and no interaction is
needed because of the HTTP redirects.

Both the ticket request and the response are encrypted using the ticket encryp-
tion key which is derived from the shared secret. The encryption provides confi-
dentiality and also message integrity through digests. [Nyko2, page 36]

The most important contents of the application ticket for the Web application
are the username, used authentication method, and the optional authentication
method attributes.

In vas version 4.0, also sAML 2.0 and WS-Federation protocols can be used
for application ticket requests and responses in addition to Ubilogin ticket proto-
col. The master ticket is specific to the uas implementation but not defined in any
protocol. The user identity is saved in the master ticket.



Chapter 3

Implementing a Web Service Identity
Provider

In this chapter, the actual implementation of a Web service identity provider, the
Ubilogin wsiDPp, is presented. The wsipp implements the ECP profile of samL
2.0 and acts as an ID-WsF 2.0 authentication service. The initial implementation
supports two different authentication mechanisms: pLAIN and KATSO. The PLAIN
mechanism uses username and password credentials. The KATSO mechanism uses
one-time passwords (0Tps) in addition to username and password. The KATSO SASL
mechanism was specified (see appendix A) during the Ubilogin wsipp implemen-
tation.

In the first section, we present the use cases and goals which the implementa-
tion should solve. Then, we justify the choice of the samML and 1D-wsF specifica-
tions to be implemented and present the message flow that was derived from the
two specifications. Next, in section 3.3, we delve into the actual implementation
techniques and problems encountered during implementation.

The third chapter is concluded by first considering the security matters of our
wsIDP implementation and lastly by presenting the challenges of sso sessions in
Web services.

3.1 Goals and Use Cases

The primary goal of the wsipp implementation is to offer a standards-based lo-
gin interface for fat clients' in Ubilogin as an alternative to the traditional Websso
login interface which uses the Ubilogin ticket protocol. The wsipp should inte-
grate seamlessly into the existing Ubilogin implementation by using the authen-

'With fat clients we mean client applications of services which are not used by a Web browser,
although the fat client can be implemented as a browser plugin.

13
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Figure 3.1: Enhanced client/proxy use cases [sAML-tech-overview, section 4.2]

tication methods, access control and authorization performed by uas. This way
wsIDP would also utilize Ubilogin’s framework for administering uwas, directory
integrations, group management, and authorization information.

The aforementioned fat client is denoted as an Enhanced Client or Proxy (Ecp)
in the saML specification and as a Web Service Consumer (wsc) or Liberty-enabled
User Agent or Device (LUAD) in the 1D-wsF specification. Both specifications de-
scribe the application that the wsc wishes to use as a Web Service Provider (wsp).

The saML technical overview presents two different use cases for an Ecp in fig-
ure 3.1. Few additional possible use cases have emerged in the www and among
the Ubilogin customer base:

= an intelligent browser plugin that addresses e.g. phishing, such as the Win-
dows CardSpace plugin [InfoCard][Malo6]

= any desktop software using soAP as the application protocol, e.g. payroll
computation software that would need to login to make reports for tax ad-
ministration (see the wsp case example in section 6.3)

e a handheld terminal for e.g. data collection

3.2 Choosing the Specifications

This section introduces first the methods for presenting and acquiring security to-
kens in wsipP. Then, the actual authentication protocol and mechanisms, which
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are independent of the security tokens, are introduced. The section is concluded
with a presentation of the wsipp message flow.

3.2.1 Presenting Security Information

In the Ubilogin ticket protocol, the core unit of authentication information is a
ticket. As shown in section 2.5, it is used in different contexts as the application
ticket, master ticket, and also as a part of the protocol messages. In most of the
XML security specifications such a base core unit is the sAML assertion, although
an XML representation of X.509 certificates is used too.

In addition to the saML protocol itself, also WS-Federation defines a protocol
for requesting and mediating security tokens, such as SAML assertions [WSE-PRP,
chapter 6.]. The saML assertions are also used as security tokens in the wss samL
token profile [wss-samL] and Liberty 1p-FF 1.2, which is built on top of the samL
1.1 specification [Liberty-tech, page 20].

The saML assertion “is a package of information that supplies zero or more
statements made by a sSAML authority” [sAML-core, page 11]. In our case, the wsiDp
is the saML authority and can also be referred to as the asserting party. The state-
ments refer to a subject, which is usually presented in the assertion. The samL
specification defines three kinds of statements regarding the subject: authentica-
tion, attribute, and authorization decision statements. Additionally, the assertion
has a very generic and extensible outer structure. [SAML-core, page 11]

The assertion is designed as an independent unit of information both in the
SAML protocol’s message exchanges and in the specification’s xsps. The sSAML spec-
ification allows an assertion to be signed independently of the protocol message,
in which it is contained, using enveloped xML signature. This way, a detached as-
sertion is fully functional unit of information. Also, there is an independent xsp
for the assertion, making it easy to include the assertion as a part of another spec-
ification. All this makes the assertion by far the most important part of the samL
specification.

Seelisting 3.1 for an example sAML assertion. Note that the assertion itselfis not
bound to the protocol that carries it or the profile (Websso or Ecp) used to request
it. The assertion payload contains four essential information blocks (emphasized):

* Identity information: the Name 1D is “jdoe” with an unspecified format and
there is one attribute named “role” with the value “manager”.

e The issuer was https://idp.foo.com/wsidp.

e Authentication: the used authentication method was https://idp.foo.
com/wsidp/saml2/names/ac/otp.katso. 1, the authentication instant was
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Listing 3.1: An example of a SAML 2.0 assertion

<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion” ID="_ 1234"
IssueInstant="2007-03-09T07:43:15Z2"” Version="2.0">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity”>
https://idp.foo.com/wsidp</saml:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal”/>
<ds:Reference URI="#_1234">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal”/>
<ds:DigestValue>KfXc...</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>YOfP...</ds:SignatureValue>
</ds:Signature>
<saml:Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”>jdoe</saml:NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer”>
<saml:SubjectConfirmationData InResponseTo="_4321" NotOnOrAfter="2007-03-09T07:53:15Z"
Recipient="https://service.foo.com/wspl/AssertionConsumer”/>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2007-03-09T07:43:15Z2"” NotOnOrAfter="2007-03-09T07:53:15Z">
<saml:AudienceRestriction>
<saml:Audience>https://service.foo.com/wspl</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2007-03-09T07:43:15Z"” SessionNotOnOrAfter="2007-03-09T08:43:15Z">
<saml:SubjectLocality/>
<saml:AuthnContext>
<saml:AuthnContextDeclRef>
https://idp.foo.com/wsidp/saml2/names/ac/otp.katso.1
</saml:AuthnContextDeclRef>
</saml:AuthnContext>
</saml:AuthnStatement>
<saml:AttributeStatement>
<saml:Attribute Name="role”>
<saml:AttributeValue>manager</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>




3. IMPLEMENTING A WEB SERVICE IDENTITY PROVIDER 17

equal to the issue instant of the assertion, and the authentication session lasts
for one hour.

* Conditions: the assertion is valid for 10 minutes starting at the issuance time
and it is intended solely for the wsp identified with the entity 1D https://
service.foo.com/wspl.

The potential of the saAML assertions was acknowledged already after the intro-
duction of protocol version 1.1. Consequently, the SAML 1.1 assertions are now
deployed in most of the ws frameworks of different middleware and application
servers such as the 1Bm Tivoli, BEA WebLogic, sap j2EE Engine and JBoss. This has
made the sAML assertions a popular xML format for presenting security informa-
tion concerning a subject. This situation has been achieved because of the early
completion of sSAML 1.0 and 1.1 protocol versions and their stable status. In the
recent years, many implementations have been relying on sAML 1.1 and it has been
also fairly well studied (see [Groo3] and [dMdSFo5]) whereas the use and study of
SAML 2.0 has yet been very minimal.

3.2.2 Authentication Request Protocol

As it was already mentioned, the sAML assertions can be mediated and requested
with the samL protocol itself, Liberty 1p-FF, and WS-Federation. However, as of
SAML version 2.0, the development of the Liberty 1p-FF protocol is discontinued in
favor of sAML.

The WS-Federation protocol—together with other ws-* languages, such as WS-
Trust, WS-Policy, WS-Addressing, and wss—enable the requesting and mediating
of security tokens. For example, the Microsoft ADFs Server issues and processes
SAML 1.1 assertions using ws-F PRP [ADFS, page 8], but the protocol is not restricted
in using only sSAML assertions as security tokens. The sign-in and sign-out proto-
col over soAP is defined in the WS-Federation Active Requestor Profile (ws-F ARP).
WSs-F ARP specifies the use of WS-Trust RequestSecurityToken and RequestSecuri-
tyTokenResponse protocol messages [WSE-ARP, page 10].

The saML protocol version 2.0 is the third major version of the protocol after
the versions 1.0 and 1.1. In version 2.0, many important features—such as single
logout and name identifier mapping—were added. The structure of the protocol
and assertions were enhanced in many ways, e.g. the Subject element was removed
from the authentication and attribute statements and raised to the top level in the
assertion. This way, the assertion and the different statements refer to only one
subject. [sAML-tech-overview, chapter 5]

The version 2.0 has made sAML a very mature and comprehensive protocol. The
broadness of the sAML 2.0 specification has been very well divided in the concepts
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of the protocol core, bindings, and profiles with the respective partitioning in the
specification documents.

In contrast to saML, the WS-Federation specification is scattered in several ws
languages: the requisite documents for WS-Federation include eight of the over 20
different ws languages. Besides, WS-Federation lacks an attribute query protocol
and proposes instead to use UDDI as the protocol for accessing attributes [section
5.1.][wsE]. The WS-Federation and WS-Trust are still cited as “initial public draft
releases” [wsT, page 2].

In both protocols, saML and WS-Federation, the request and response mes-
sages should be—depending on other security measures on the underlying com-
munication channel—signed using the correspondents’ private key [wsT, section
5.1][sAML-core, page 68]. Also the saML assertions should be signed to provide
“authentication of the issuer and integrity protection” [SAML-core, page 17]. The
sAML trust model is discussed in more depth in section 4.3.

All in all, the samL protocol version 2.0 is more versatile than the WS-
Federation protocol and a natural choice for managing security information and
especially sAML 2.0 assertions. More specifically, the Ecp profile defines how to im-
plement the sAML authentication request and response protocol using the soap and
PAOs bindings. Its sibling profile, the samL Websso profile, describes the imple-
mentation of the existing Ubilogin use case using saML protocol with HTTP redirect
and posT bindings. Finally, the Single Logout profile describes the implementation
of the logout for both the soap and HTTP bindings. [sAML-conformance, chapter
2]

3.2.3 Authentication Protocol and Mechanisms

The actual authentication procedure is explicitly left out of scope in the samL Au-
thentication Request Protocol [sAML-core, section 3.4]. In Websso, the HTML
forms suit well for implementing the authentication process and its user interface.
This way, the 1pP takes full responsibility over the authentication and has full con-
trol over the implementation of different authentication methods. However, when
using soAP, there is a need for a generic and extensible protocol for passing the
authentication information between the wsc and 1pp.

Authentication protocols do exist both on HTTP and soaPp level. On the
HTTP level, the possibilities include the HTTP Authentication per [HTTP-auth] and
sSL/TLs client certificate authentication. The HTTP basic and digest authentica-
tion schemes and client certificate authentication solve specific use cases, but the
HTTP authentication offers also an access authentication framework that could be
extended for arbitrary authentication methods [HTTP-auth, section 1.2].

In the www-Authenticate HTTP header, issued by the server, the authentication
scheme and realm parameters could be used for authentication mechanism and
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method negotiation respectively. However, the protocol does not specify a realm
parameter for the Authorization header issued by the HTTP client. This means that
the needed authentication mechanisms and the negotiation of the authentication
method would have to be specified on top of the [HTTP-auth] specification.

On the soap level, two different protocols are used for implementing authen-
tication: wss and Liberty 1p-wsk. The wss specification provides primarily means
for soaP “message integrity and confidentiality” by attaching different security to-
kens to the soar message header [wss, page 1]. The specification allows using
arbitrary token types but comes along with separate token profiles for Kerberos,
SAML, username, and X.509 certificates. Additionally, the establishment of an au-
thentication mechanism is listed as a non-goal [wss, section 1.1.2].

The Windows CardSpace uses wss for authentication but limits the implemen-
tations to four different authentication methods: username and password, Ker-
beros, x.509 certificate, and self-issued token. In CardSpace, InfoCards serve as
the mechanism for selecting the 1pp and authentication method. [InfoCard, chap-
ters 5 and 1]

The Liberty 1p-wsF 2.0 Authentication Protocol is designed specifically for the
needs of general identity authentication per [WLg2] and offers a more generic
model for authenticating with different authentication methods. The I1D-wsF
authentication protocol is based on Simple Authentication and Security Layer
(sasL) [1D-wsE-authn, chapter 1]. sASL provides means for describing the data se-
quence—i.e. the byte representation for the request-response messages—for a spe-
cific authentication mechanism. Furthermore, sasL describes how to specify new
mechanisms. The predefined mechanisms include PLAIN (username/password),
CRAM-MD5, and EXTERNAL. IANA maintains the sASL mechanism registry which
ensures uniqueness of mechanism names. [SASL]

The actual 1D-wsF authentication procedure is realized as a series of one or
more SASLRequest/SASLResponse soap message exchanges. The client begins the
communication by issuing a SASLRequest containing a list of the sasL mechanisms
it supports. If the client defines only one mechanism, it can include the authentica-
tion data in the first request as described by the mechanism in question. The server
decides which mechanism to use and includes that mechanism in the first SASL-
Response message. If the authentication ends successfully, the last SASLResponse
contains a SAML 2.0 assertion. [ID-wsSF-authn]

The mechanisms provide a practical abstraction of the presentation of authen-
tication data. Additionally, the EXTERNAL method provides for authenticating the
client externally to the sAsL mechanism, e.g. using a ssL/TLs client side certificate.

However, the server might need additional information regarding the authen-
tication method to use, if e.g. there is more than one credential store from where
to verify PLAIN mechanism credentials. In 1D-wsF, this is solved by using the samL
Requested AuthnContext element, which can contain URI references to authentica-
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tion context classes or declarations, along with an optional comparison attribute.
The choosing of authentication method and mechanism is discussed in more detail
in section 4.2.

Apart from the authentication mechanism extensibility, another major differ-
ence between wss and ID-wsF is that ID-wsF is realized as elements in the soap
body where as wss elements are a part of the soap header. This means that the 1p-
WSF authentication process is an independent message exchange (see steps three
and four in figure 3.2), which has the following advantages:

= The authentication process can consist of several message exchanges. In Ubi-
login wsiDP, the kATsO authentication method uses OTPs, so the server must
be able to communicate the oTP serial number to the client as a challenge in
case the client is not able to deduce the number itself. This would not have
been possible by using wss.

e In some use cases the result of the authentication process (success/ fail-
ure) is enough and no authorization nor wsp-specific identity information
is needed. This use case is covered simply just by using the 1D-wsF authenti-
cation service without samL. This use case is further analyzed in section 5.6,
Simple Authentication.

The flexibility that 1p-wsF offers in comparison to wss comes along with few
disadvantages: more SOAP messages are involved, it requires also the use of some
soap headers, and is thus more complicated to implement. The wss header con-
taining the authentication credentials could have been directly attached to the
saML AuthnRequest in step five of figure 3.2. In the simplest case, the whole
message flow would have consisted of mere six messages as there would not have
been the ID-wsF message exchange and the wsipp would have received the Authn-
Request simultaneously with the credentials in step five.

In our implementation, as a result of the ID-wsF authentication, the wsIDP is-
sues a SAML assertion which is addressed to the wsipp itself and includes in the
assertion only the identified identity without any attributes. For wsc, the assertion
serves as a ticket which should be attached—between the steps 4 and 5 in the figure
3.2—to the saML AuthnRequest using the wss saML token Profile as suggested in
the 1p-wsk Enhanced Client or Proxy sso Profile [1D-wsE-authn, section 6.3.2.].

Finally, in step 5, the wsipp identifies the wsp from the AuthnRequest it re-
ceives. Using this information, the wsipp can make the authorization and access
control decisions and optionally add attributes specific to the wsp and Principal in
the assertion.
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1. HTTP/SOAP Request

2. PAOS/SAML AuthnRequest

3. SOAP/ID-WSF SASLRequest

4. SOAP/ID-WSF SASLResponse

5. SOAP/SAML AuthnRequest

6. SOAP/SAML Response

7. PAOS/SAML Response

Figure 3.2: wsIDP message flow upon successful authentication

3.2.4 wsIiDP Message Flow

The message flow of a successful authentication with wsipp is shown in figure 3.2.

The messages were derived from the Ecp profile in [saAML-profiles, section 4.2] and

the ID-WSF ECP sso Profile in [1D-wsF-authn, section 6.3.]. The wsc denotes the

party which is referred as Ecp in [saML-profiles] and LUAD in [1D-wsF-authn].
The flow consists of the following steps:

1. WSC tries to access a resource at wsp and issues an application protocol spe-
cific request. In the request’s HTTP accept header, the wsc declares the pA0s
content type.

2. The wsp does not identify the wsc, so it creates a saML AuthnRequest and
issues it in a SOAP message using the pAos binding.

The soaP message header contains a list of 1DPps it is addressed to, the wsp’s
response consumer URL where the response should be returned, and a relay
state identifier which should be returned in the response.

3. Upon receiving the AuthnRequest, the wsc knows that it must authenticate
to wsIDP and issues an ID-wsF SASLRequest. If the AuthnRequest in step 2
contained a Requested AuthnContext element, then the wsc should copy the
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element to the SASLRequest and use it to derive a suitable sAsL mechanism.

4. The wsipP chooses the sasL mechanism from the list that was included in
the SASLRequest in step 3. If the request contained credentials as well, the
authentication process is started.

The wsIDP can issue a challenge in the SASLRequest, if necessary. In that
case, the wsc continues with another SASLRequest and receives another
SASLResponse. The last SASLResponse contains a SAML assertion that is
addressed to the wsiDP.

5. The wsc extracts the sAML assertion from the last SASLResponse and at-
taches it to the AuthnRequest it received in step 2. The AuthnRequest is sent
to the saML SingleSignOnService endpoint URL of wsIDP using soAP bind-
ing.

6. The wsiDP validates the AuthnRequest and determines if the wsc is autho-
rized to access the wsp using the identity from the attached saML assertion.
Then, it constructs a new saML assertion, addressed to the wsp, containing
the wsc’s identity information and attributes according to the rules precon-
figured in the Ubilogin management application. This new assertion is sim-
ilar to the one presented in listing 3.1. It is included in the samML Response
message.

7. The wsc forwards the saML Response to the wsp in a SOAP message using the
Pa0s binding. The soap header in step 6 contains the assertion consumer
URL of wsp where the wsc should forward the saML Response. This URL
must match the response consumer URL of step 2.

Additionally, the wsc should attach the relay state identifier it received in
step 2 to the soAP header.

8. Now the wsp can use the sAML assertion to identify the wsc. The wsp issues
a response to the request in step 1 according to the wsc’s identity and the
relay state identifier.

3.3 Implementing the Software in Java

The goal was to make the wsiDP a self-contained Web application that would access
the authentication methods through uas and use its access control and authoriza-
tion mechanisms as mentioned in the beginning of section 3.2. This meant that
wsIDP would extend some UAS’s operations. Thus, wsIDP was to be implemented
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using Java, it would share the same LDAP directory with vas, and would result in
a single Web application archive (waRr). This way, the wsipp could easily be in-
tegrated to existing Ubilogin installations and also use the identity information
from the external directories that are integrated with Ubilogin. On the other hand,
a wsIDP installation would not be very usable without the Ubilogin management
application.

3.3.1 The Ubisaml2 Library

The saML protocol was realized as an independent library, ubisaml2, which imple-
mented the use cases for the Identity Provider and the Service Provider according
to both the Websso and cp profiles as described in [saML-profiles, sections 4.1
and 4.2]. In the library, the profiles and bindings were separated so that uas could
parametrize the 1DP class to use the HTTP bindings and wsipp could parametrize
the 1DP to use the soap and paos bindings.

The Sun jaxB 1.1 implementation (and later JAXB 2.0) was used to represent the
XML structures in SAML as Java objects. The object hierarchy was very straightfor-
ward to generate using the jaxB Binding Compiler (xjc) and the protocol, schema,
ECP, and metadata xsps included in the saML specification. However, the jAXB
classes representing the samML elements that allow the use of xML signing—i.e. the
response, request, assertion, and metadata elements—had to be modified to enable
attaching of an xMLDsig in the JAXB tree (see section 3.3.3 for further information).
The jaxB class hierarchy was packaged as the ubisami2-jaxb library.

Additionally, jaxp and jaxBs parsers had to be constructed to handle the mar-
shalling and unmarshalling of JAxB trees and serialization and deserialization of
DOM trees in a consistent way. The parsers were parametrized with the samL
schemata, the Java package names of the xjc generated classes, and fitting XML
namespace prefixes for the used namespaces. This way the parsers would always
validate xML input according to the given schemata and produce an xML serializa-
tion with stable namespace prefixes.

The ubisaml2 implementation required some decisions on how to interpret
some of the SAML specifications’ concepts in Ubilogin. Some of the most important
implementation-specific decisions concerned the trust model, trust relationships,
entity 1ps, and authentication context.

We decided to base the trust model on xmLDsig as recommended in
[saML-core, chapter 5]. The signing of the assertions and protocol messages pro-
vides message integrity, authentication of message origin and non-repudiation of
origin which loosen the requirements for the secure message channel and e.g. a
ssL/TLs client certificate authentication is not needed. This also means that the
communicating parties can be deployed in diverse ways as they do not need a se-
cure point-to-point communications channel.
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The use of XMLDsig relies on asymmetric cryptography. We chose to exchange
the public keys using the saML metadata instead of using PKI. Section 4.3 discusses
the problems and limitations of the sAML trust relationships, Pk1, and metadata in
more depth.

A party that offers saML-based services must have an entity identifier upon
which it can be uniquely identified. We decided to use the base URL of the Web
application as the entity 1D in our saML implementation. For wsipp, the identi-
fier would be e.g. https://foo.bar.com/wsidp if wsiDP was deployed in the host
foo.bar.com. In the example assertion of listing 3.1, the IDP entity 1D can be found
in the Issuer element and the sp entity 1D in the Audience element.

The saML authentication context provides means for the 1DP to present a sp
“which technologies, protocols, and processes were used or followed for the orig-
inal authentication mechanism on which the authentication assertion is based”
[saML-authn-context, page 4]. Using this information, the sps can “assess the level
of confidence they can place in that assertion” [saML-authn-context, page 4]. There
are three different elements that can be used to present the context:

e AuthnContextClassRef: an URI reference to a predefined authentication con-
text class

e AuthnContextDecl: a self-defined authentication context declaration using
the structures defined in [sAML-authn-context]

e AuthnContextDeclRef: a declaration reference, which is an URI reference
that identifies a declaration and may directly resolve to the declaration.

The sp can also use two of the former elements, AuthnContextClassRef and
AuthnContextDeclRef, and an optional comparison attribute, to request authenti-
cation in a context that is exactly, minimum, maximum, or better than the context
defined by the sp.

In Ubilogin, the authentication method names are defined in a per installation
basis, which makes the names unique only in a single Ubilogin directory. The pre-
defined classes do not include suitable classes for many of the typical authentication
methods used in Ubilogin. Furthermore, the comparability of the authentication
contexts is not well-defined and always specific to an 1Dp. As the same classes can be
used by different 1pPs with different semantics, we decided to identify the Ubilogin
authentication methods with declaration references that consist of the 1DP’s entity
ID, the string /saml2/names/ac/ and the name of the authentication method. In
the example assertion of listing 3.1, the entity 1D is https://idp.foo.com/wsidp
and the authentication method name in the Ubilogin directory is otp.katso.1.

This definition of authentication contexts is also used in the 1D-wsF protocol
messages along with the sasL mechanisms. The limitations on choosing the au-
thentication method and mechanism are discussed in more detail in section 4.2.
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3.3.2 1D-WSF Authentication Protocol

The 1D-wsF authentication protocol was going to be implemented solely in wsipp,
in contrast with the samML implementation which was to be shared with other Ubi-
login components (e.g. UAs). The implemented version of 1D-wsF, the first draft
release, consisted of such few XML structures that it was considered easiest to be
implemented with pom. The soap messages were handled with the saay library
which extends the pom interfaces.

The data model of the 1p-wsF protocol messages, the SASLRequest and SASL-
Response, was implemented in respective Java classes. Their class data can be pop-
ulated either by parsing an input boMm subtree or by passing parameters to a con-
structor that proceeds to create the respective bom subtree from scratch. The 1b-
wsF schema files were used for validating the input but not for data binding as in
the ubisamlz2 library.

During the implementation it was observed that producing xmML using bom
was prone to such errors which were not possible if jAxB was used. pom takes
care of the elementary well-formedness rules (such as element nesting, closing tags
and obligatory escaping) and prevents the implementer on making the elementary
flaws that occur when xML is produced with string concatenation. However, bom
does not stop him from blundering with e.g. the namespaces or element nesting.
However, due to time constraints, we continued to use DOM.

The saaj library was observed to have inherited the problems of Java boM im-
plementation which were discussed in section 2.1. Additionally, the benefits of
using saAJ instead of implementing an own sOAP stack were few. For example the
soaP fault model is not reflected in saAj’s exceptions and the saaj SOAPConnec-
tion class did not suffice for the paos binding used by the wsc and wsp in samL
Ecp profile. We built our own soAP fault exceptions, a handler for the exceptions
and a soAP client that is capable of modifying the HTTP headers per paos unlike
the SOAPConnection class.

3.3.3 Implementing XMLDSigs in a JAXB Tree

XMLDsig specifies the signing of a digest computed over an XML node-set
[xmLDsig]. However, prior to computing the digest, the XML node-set must
be canonicalized per inclusive or exclusive XML canonicalization that provides a
canonical octet stream. The canonicalization requires an XML representation that
preserves the XML information set. The boM tree can be configured to preserve the
infoset but the jaxB tree does not preserve all of the infoset.

To implement the XMLDsig verification, the DoM representation had to be pre-
served during the unmarshalling of xML. The jaxB 2.0 implementation contains a
Binder class that does just that. It enables “synchronization between xML infoset
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nodes and JAXB objects representing same XML document” [Binder].

We built a SignedTypelnfo class that xjc was parametrized to use as a parent
class for those saML elements that could be signed. Also, a JAXB parser wrapper
was implemented that would create the Binder and save its reference during mar-
shal and unmarshal operations of the signable elements. Later, the SignedTypelnfo
could provide access to the Binder and the xMLDsig bom element for the signature
verification.

After unmarshalling an input XML document or marshalling a self-constructed
JAXB tree, the tree could still be accessed, but it must be treated as read-only.

Implementing XMLDsig contains also some additional pitfalls. As mentioned
before, the pom implementation must be configured to preserve the xmL infoset.
More specifically, it must be configured to preserve XML comments and element
content whitespace.

The public key, or a respective certificate, can be included as a part of the
xMLDsig block in a signed xML document [XMLDsig, section 4.4]. In such case, the
XMLDsig specification requires that the key can be used in validating the signature.
The fulfillment of this requirement, however, is up to the xMLDsig implementation
that creates the signature and thus cannot be trusted by the verifier. Hence, if there
is a key included in the XML signature, the verifier must always also verify the key.

The trust of key information is declared to be out of scope in the xMLDsig spec-
ification. In our implementation, the trust relationship is created by exchanging
SAML metadata as discussed in 4.3.

3.4 Security Considerations

In the wsiDp saML implementation, the soap and paos bindings were used over
HTTPs without bilateral authentication. Nonetheless, all SAML protocol messages
(i.e. AuthnRequest and Response) were required to be signed using xMLDsig. This
combination provides a high level of countermeasures against the probable secu-
rity threats listed in [sAML-sec-consider, section 3.3]. The ssL/TLs client certificate
authentication was not applied to achieve better usability and to allow anonymous
wscCs to communicate with the wsipp.

The 1D-wsF specification denotes that an authentication mechanism urn:
liberty:security:2003-08:TLS:null (as defined in [1D-wsE-sec-draft, chapter
6.]) should be used [1D-wsr-authn-draft, section 5.3.]. In practice, this means
HTTPS without bilateral authentication as well. This is a natural choice since the
meaning of the ID-wsF authentication protocol itself is to identify clients.

sSL/TLs provides countermeasures for most of the possible attacks but a De-
nial of Service (DoS) attack is still possible. In samL, the risk for a DoS attack is
mitigated by requiring protocol messages to be signed. Generally, a DoS attack
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that just slows down the 1DP service can never be fully prevented. More impor-
tantly, the samML implementation should not crash under a DoS attack, because of
e.g. excessive memory consumption when tracking the message 1ps. This has been
considered in our saML implementation

In 1D-WSsF, signing the SASLRequest messages can not be a strict requirement
and using signatures would pose the trust relationship problem (discussed in sec-
tion 4.3) between the wsc and wsipp without completely preventing the DoS at-
tacks. Allowing the use of unsigned SASLRequest messages also facilitates the in-
tegration of several wscs.

The disadvantage of allowing the use of unsigned SASLRequests is that an
anonymous attacker can use the ID-wsF authentication protocol for guessing pass-
words. The password guessing can cause severe problems if the underlying user
directory locks an account after too many wrong password attempts. However,
password guessing can never be fully prevented in an 1DP.

Furthermore, the security measures in the current wsipp implementation al-
low for a two-way authentication procedure (presented in section 5.3) without any
modifications or configuration changes in the wsipp.

3.5 Providing a sso Session in Web Services

Should the wsipp provide a single sign-on session so that the wsc would not have to
present a user interface asking for the credentials more than once? The sso session
is crucial if the authentication method uses oTPs because in that case, the wsc
cannot just save the credentials locally. The need for a sso session between the wsc
and wsIDP is reduced if there is a good solution for sessions between the wsc and
WSP.

Recall from section 2.5, that UAS stores the master ticket in a cookie. When an
application login session (i.e. the application ticket) expires, the browser is redi-
rected to UAs that creates a new application ticket provided that the master ticket is
still valid. Simultaneously, uas also updates the master ticket cookie as a part of the
sso process. Usually, the session of a master ticket is longer than the application
ticket’s session.

However, using cookies to manage sessions in Web services is not always a
working solution. In fact, soap is designed to be stateless—just as the (usually)
underlying HTTP. According to Pulavarthi, the soAP stack of Java, JjAx-ws, ignores
cookies [Pulo6]. Additionally, it has been argued that cookies and other transport
layer devices should not be used for session management in Web services because
SOAP is transport protocol agnostic, at least in theory.

Pulavarthi and Kawaguchi propose each a solution as a part of jax-ws; the
other enabling the use of cookies in Web services [Pulo6] and the other using the
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endpoint references of WS-Addressing for identifying sessions [Kawo6]. Both of
the solutions transfer an identifier for a server-based session that inflicts problems
when the service needs to be replicated. This is not a problem with the uas master
ticket that completely describes a session without server-based state information.

Additionally, Hildebrand et al propose the use of WS-Context over WS-
Addressing for managing sessions [HKLPos5]. They argue that WS-Context is a
more generalized and loosely coupled solution than WS-Addressing. WS-Context
specifies a Context Manager Web service that must be used when context is passed
by reference. Nevertheless, WS-Context also allows for a context to be passed by
value, in which case no server-based state information is needed. The specification
recommends the signing of WS-Context headers and encryption of sensitive con-
text data per wss [ws-cCTX, chapter 6]. Thus, WS-Context seems as a very viable
choice for implementing sessions in a Web service.

Chapter 6 of [1D-wsF-authn] defines a Single Sign-On Service for Luaps. The
sso service is based on the saML EcP profile and 1D-wsF authentication service.
The 1D-WSF sso service specification, however, does not explicitly define how to
uphold the session.

In the 1D-wsF authentication service, there is a remark for using the wss Secu-
rity soaP header for “security token renewal” [1D-wsE-authn, section 5.4.] without
further elaborating the message exchange. A simple solution would consist of a
SASLRequest message with the EXTERNAL mechanism [sAsL, appendix A] and the
initial saAML assertion (received in step 4 of figure 3.2) attached in the soap header
inside a wss Security element.

Our first implementation of Ubilogin wsipp does not offer renewal of the initial
saML assertion. The initial assertion can nonetheless be used for acquiring asser-
tions for several wsps during its lifetime. Hence, it can be argued, that the wsipp
offers a partial sso.

Single Logout In addition to single sign-on, the single logout needs as well a
session mechanism to work. UAs stores an entity identifier for each sp in a cookie.
When it receives a logout request, it iterates through the entity 1ps, finds the logout
URL for the sp in the metadata, sends each sp a logout request, and finally a logout
response to the original requester.

The saML single logout profile suggests that the session mechanism necessary
for single logout may be established “by means of a cookie, URL re-writing, or some
other implementation-specific means” [sAML-profiles, section 4.4]. If a server-side
session management is feasible, the SessionIndex attribute of samL AuthnState-
ment can be set in the SAML assertion that is addressed to the wsp. The wsp would
then return the same session index in the logout request and identify the session
information.
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A session mechanism similar to UAs cookies, that does not rely on server-side
sessions, could be achieved by including a WS-Addressing endpoint reference in
the soap headers of the SAML response message (step 6 in figure 3.2). The refer-
ence should define the wsiDp’s single logout URL as the address and the wsp entity
IDs in the reference parameters [wsa, section 2.1]. The integrity of the id values
should be protected with xmLDsig. This kind of solution would, however, impose
the handling of WS-Addressing soap headers as a further requirement for the wsc.



Chapter 4

Limitations of the SAML and ID-WSF
Specifications

In this chapter, we describe the major shortcomings of the sAmL and 1D-WSF speci-
fications we have noticed along the implementation; namely the initialization of
the authentication procedure, choosing the authentication method and mecha-
nism, and finally the management of sAmL trust relationships.

4.1 Initiating the Authentication Procedure

Leaving the actual peer-entity authentication out of scope in sAML is justified. As
the footing of sAML is in Websso, the authentication request protocol specifies
that the IDP initiates authentication immediately upon receiving the AuthnRequest
message. This is natural in Websso since the server usually presents a login form
for the browser. When the login form is submitted, the server redirects the samL
response message back to the sp.

For soap binding, a similar message flow is introduced both in the Ecp profile
and in the 1D-WSF sso service that extends the Ecp profile. The 1p-wsF authentica-
tion protocol, however, is client-initiated. Even the 1pD-wsF specification does not
describe, how the IDP, upon receiving the AuthnRequest, should notify the wsc
that it should launch the 1D-wsF authentication protocol.

In the step preceding authentication in the 1D-wsF sso service specification
(corresponding step 5 in figure 3.2), there is a side note suggesting that the Authn-
Request soap message will generally “contain a security token obtained from the
ID-WSF Authentication Service” in a wss header block [1D-wsF-authn, section
6.3.2., step 4.]. Still, the specification fails to describe how the wsc recognizes when
to initiate the authentication service.

This shortcoming demanded us to document the message flow more carefully

30
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than what the saAML and 1D-wsE specifications have accomplished to do. The result
is the message flow depicted in figure 3.2, which assumes that upon receiving a pA0s
bound AuthnRequest message, the wsc starts the ID-wsF authentication protocol,
it it does not already possess a security token from an earlier authentication.

Furthermore, as we had to document the precise message flow anyway, we did
not find any need for the ID-wsF sso service, which requires the use of ID-wsF soAP
binding on top of the saML soaPp binding. Thus, we decided to use the plain samL
Ecp profile along with the 1pD-wsF authentication service.

In addition, if the wsIDP initiated the authentication protocol upon receiving
the AuthnRequest message, it could respond with a samML Response instead of a
SASLResponse as the final response message to wsc. In this case, the server would
not need to craft an initial SAML assertion that is not addressed to the wsp and that
has to be handed back to the server along with the AuthnRequest. To enable this
kind of message flow in the 1p-wsF authentication protocol, the means by which
the 1DP could present the possible authentication mechanisms and methods should
be specified (refer to the discussion below in section 4.2).

Eventually, the server-initiated authentication protocol would need to be
bound to paos as it would be initiated as a response from wsIDP to the Authn-
Request message and as the wsc does not usually have a soap endpoint where the
wsIDP could send the protocol request. This would unfortunately further compli-
cate the wsC’s requirements, which already present quite a challenge for the inte-
gration as discussed in section 5.2.

Alternatively, HTTP authentication, mentioned in the beginning of section
3.2.3, could be implemented as an alternative authentication protocol besides 1p-
wsE. It provides for both server and client-initiated authentication. It should be
noted though, that although it is possible to implement HTTP authentication in the
wsc using soAP frameworks such as JAx-ws or Apache Axis2 [Axis2], it would not
fully utilize the soap level tools such as wspL and soAP fault mechanisms. HTTP
authentication is included as a binding extension in the wspL 2.0 adjuncts specifi-
cation, but only basic and digest schemes are supported [wspL2-adjuncts, section
6.11.2].

4.2 Choosing the Authentication Method and Mech-
anism

The 1D-wsF authentication protocol is based on sasL. sasL is designed as an ab-
straction layer between authentication mechanisms and Internet protocols such as
sMTP and LDAP [SASL, chapter 1.]. Hence, sasL is originally designed for use cases,
in which a client communicates directly with a service provider application, which
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implements sasL authentication.

ID-WSF, however, specifies an authentication protocol independent of service
providers in which a client authenticates to an IDP using SOAP as the transport pro-
tocol. This kind of protocol is quite the opposite of the typical Websso use case, in
which the 1DP identifies the sp from an authentication request. Only after having
identified the sp, the 1DP initiates the authentication by offering the user a set of
authentication methods that have been configured for the sp in question.

As described in section 3.2.3, the sAsL mechanisms specify just the data se-
quence and message flow, but in 1D-wsF, the saML Requested AuthnContext ele-
ment may be used for identifying the actual authentication method. The 1D-wsF
specification suggests that the wsp may offer the Requested AuthnContext element
to the wsc, e.g. in a situation where it demands a strong authentication method to
be used. The element is to be included in the saML AuthnRequest message issued
by the wsp [ID-wsF-authn, section 5.1.1.]. Furthermore, the 1D-wsF specification
requires that the sAML assertion resulting from a successful authentication must
satisfy the requested authentication context or else the authentication exchange
must be aborted [1D-wsF-authn, section 5.3.].

However, the specification does not define a relation between the authenti-
cation contexts and sasL mechanisms. The RequestedAuthnContext is virtually
an obligatory element, because there are usually more than one authentication
method—and often even several instances—using one sAsL mechanism. As the
ID-WSF protocol is server-initiated, the wsiDP can not present the wsc a list of au-
thentication contexts from which to choose a suitable method.

This leads to the following problems on how the wsc should react on the au-
thentication context requested by the wsp. Both situations cause additional re-
quirements for the wsc implementation.

If the wsp requests an authentication context the wsc should be able to deduce,
which sasL mechanisms can be used to authenticate complying with the given au-
thentication context. The authentication context classes and declarations, how-
ever, do not provide a hint of the sAsL mechanisms.

The wsP does not request any authentication context. In addition to the pre-
vious requirements, the wsc—instead of the wsp—should be able to build such a
Requested AuthnContext, which the 1pp would understand. This means that the
wsc must know the 1pp’s authentication context semantics and the possible classes
or declaration references.
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4.3 sAML Trust Relationships

As mentioned in section 3.3.1, XMLDsig relies on asymmetric cryptography
and thus the saML implementation needs a mechanism for obtaining public
keys and verifying the key owner. The problem is defined as out of scope in
[saML-sec-consider, section 3.2] but Public Key Infrastructure (pki) is suggested
as a solution in section 4.4.2 and in [SAML-tech-overview, section 3.4]. Also the
Liberty Conformance Testing relies on px1 [Liberty-testing, section 1.4].

However, a proper PKI setup is laborious to build and would require speci-
tying a process for its use in SAML. Also the sAML security considerations doc-
ument denotes that a pkr setup is not trivial and must be meticulously imple-
mented on each layer to ensure security and overall trustworthiness of the solution
[saML-sec-consider, section 3.2]. Abdulrahman notes that pk1 “has proven to be
difficult and expensive to build and manage” and states that it is an unrealistic de-
mand for a Web services infrastructure [Abdos, section 5.9.1]. Abdulrahman, and
also Salz, propose use of xML Key Management Specification (xkMms) to reduce the
costs of PkI [xkMs-does]. However, xkxms does not solve the problem of trust but
merely delegates the trust to another party by providing Web services protocols for
fetching and validating as well as registering, revoking, and reissuing of public keys
[xKMS].

One of the main design principles of Ubilogin, easy deployment, would not
be achieved should Ubilogin require a pk1 system. Furthermore, the use of pkI1
is not usual in most of the organizations that wish to deploy a sso system. As
PKI would also be required for services protected with Ubilogin uas or wsipp and
building our own PkI solution was considered a far too big task, we had to seek
alternative solutions. The only feasible solution was to distribute the public keys in
the KeyDescriptor element of saML metadata.

The saML metadata is used to “express configuration information between
SAML parties” [SAML-tech-overview, section 3.1]. It concerns a single SAML entity
(e.g. an IDP or sP) and contains typically the endpoint URIs and respective protocol
bindings together with key information for encryption and signing.

In wsiDp, the sAML metadata is published with HTTPSs in a well-known location,
derived from the entity 1D URI. The actual binding of identity to key is done by
uploading the wsp metadata in Ubilogin management application. This means that
the administrator must verify that the metadata source is correct.

This solution has some drawbacks: the metadata has no revocation mecha-
nism and new metadata can not be reloaded on-line upon expiration because new
metadata can not be verified as the public key has also expired along with the orig-
inal metadata. New metadata can always be uploaded in the management applica-
tion instead of key revocation. To tackle the latter problem, ubisaml2 implemen-
tation accepts sSAML metadata without the required validUntil or cacheDuration
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attributes.

The use of saML metadata for distributing keys is a compromise between us-
ability and security. As a consequence, Ubilogin does not require px1. Thus, it is
easy to deploy in most environments, but requires careful use of metadata.



Chapter 5

Integrating an Identity Provider in a
Production Environment

Chapter three presented the implementation of Ubilogin wsIDP per ID-WSF 2.0 au-
thentication service and sAML 2.0 authentication protocol according to the Ecp
profile. The specifications imply a message flow which is depicted in figure 3.2.
This chapter begins by discussing the requirements that the presented three-way
authentication procedure pose for the implementation and integration of wsc and
wsp and the problems thereof.

Next, four alternative integration mechanisms are introduced: two-way au-
thentication procedure, three-way authentication without paos, unsolicited au-
thentication, and lastly, simple authentication by using solely the 1p-wsF authenti-
cation service without saML protocol. Additionally, the implications of these alter-
native mechanisms on the requirements and security of wsc and wsp are discussed.

5.1 Requirements for the wsc and wsp

The message flow shown in figure 3.2 poses different kind of requirements for the
wsc and wsp. In addition to soap, both of the participants need to implement
the Reverse HTTP binding for soaP (Pa0s) which is used in the sAML ECP message
exchange pattern between the wsc and wsp.

An additional requirement for both parties is time synchronization. The valid-
ity period of sAML assertions starts typically at issuance time. This means that wsc’s
and wsP’s clock should not lag even one second from wsipp’s clock. Furthermore,
the validity period is used alongside message 1Ds to prevent replay and reduce the
risk of Man-in-the-Middle (m1T™M) attacks [SAML-sec-consider, section 6.1.6]. wscC
and wsp should consider using a protocol such as NTP for time synchronization.
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5.1.1 Requirements for the wsc

The only protocol messages the wsc must produce are the 1D-wsr SASLRequest
messages. Additionally, the wsc must be able to extract the RequestedAuthn-
Context element from the saML AuthnRequest message it receives from wsp and
use the element in the SASLRequest (in steps 2 and 3 of figure 3.2). The wsc should
also be able to use the information included in the Requested AuthnContext ele-
ment for deducing the appropriate sasL mechanism to use (recall section 4.2 for
discussion on choosing the mechanism).

Finally, the wsc must as well be capable of extracting the initial SAML assertion
from the final SASLResponse message and attach it to the wss soap header of the
saML AuthnRequest message (steps 4 and 5 in figure 3.2). It should also be able to
check the validity period of the sAML messages and assertions. Thus, the wsc does
not need to produce saML itself. It does not need to produce or verify XMLDsigs
either.

5.1.2 Requirements for the wsp

Plainly put, the wsp must be able to create and parse SAML messages according to
the Ecp profile and paos binding, i.e. it has to have a saMmL stack. The saML specifi-
cation further requires that the wsp must be able to produce and verify xMLDsigs.

The authentication protocol used between wsipp and wsc (ID-WSF in our im-
plementation) does not concern wsp.

5.2 Problems of the Three-way Authentication Proce-
dure

Let us consider a typical scenario where a wsipP would be used: an application de-
veloper designs a new Web service application operating in the wsp role that would
use wsIDP for identifying client applications, i.e. wscs. Another scenario could be
integrating the wsiDP’s identity sources to a wsp in production. In such a case,
the authentication has probably been implemented as a part of the wsp, without
a designated 1DP, and possibly using transport-level mechanisms (as presented in
the background section 2.4).
Furthermore, the previous scenarios can be divided in two different cases:

A. either the wsp developer intends to provide a Web service interface where
third-party client application developers can integrate, or

B. the wsp developer will also implement all the client applications.
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In any case, the service provider has to decide, how client applications are going
to be authenticated: whether the wscs will operate as enhanced clients or will there
be an enhanced proxy between the clients, wsp, and wsIDP as in figure 3.1. In this
decision, the service provider must consider, whether the wscs are mobile devices,
on what kind of platform they operate, and what kind of development tools the
platform offers for implementing the authentication protocols.

As it was seen in the previous section, there are quite a few requirements for the
wsP and even more for the wsc. Unfortunately, the needed software components
(i.e. saML and 1D-wsF stacks) that comply with the requirements are not known to
be available as of writing.

In both of the cases presented above, the application developer wants to make
the integration of a wsc as easy as possible. Especially in case A, implementing
the authentication protocols should not cause a major workload for the wsc de-
veloper. In case B, or if the client is a mobile device, the developer might want to
implement the communication between wsp and wsc using some other protocol
than soap because of the limitations of the wsc platform (e.g. due to the large
memory footprint of all the needed xML/soAP processors and protocol stacks).

The wsp developer must also trust that the wsc implementation is secure
enough and that it does not contain vulnerabilities that could breach the authen-
tication procedure between the wsp and wsipp. An important part of the wsc
implementation is the user interface that should enquire the credentials from the
user in a secure way. Additionally, the wsp cannot ensure, that the wsc does not
cache sensitive identity information.

There is a solution to the presented problems of the three-way authentication
procedure: the two-way authentication procedure.

5.3 Two-way Authentication

In the two-way authentication procedure depicted in figure 5.1, the enhanced proxy
actsalso as the Web service provider (see figure 3.1). This way, the client application
communicates only with the wsp. Such a behavior is even suggested for a samL 2.0
sso-enabled website in [1D-wsE-authn, section 6.1.]. The wsp/EcP entity should
not be confused with the LuaD-wsp profile presented in [1D-wsE-client-profiles,
section 4.1.] where a LUAD (marked as Client in figure 5.1) acts also as a wsp.

The two-way authentication procedure is derived from the three-way proce-
dure (see figure 3.2) by leaving out the pA0os bound messages in steps 2 and 7. In
this procedure we do not call the client a wsc because it does not implement the
wsc role of sAML and 1D-wsF protocols. Nevertheless, it operates as a wsc if it uses
Web services to communicate with the wsp.

The only requirement for the client application in this model is to attach the
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Client WSP/ECP WSIDP

1. HTTP/SOAP Request

|,___

2. SOAP/ID-WSF SASLRequest

3. SOAP/ID-WSF SASLResponse

4. SOAP/SAML AuthnRequest

5. SOAP/SAML Response

6. HTTP/SOAP Response

Figure 5.1: Message flow in the two-way authentication procedure

credentials in the application protocol in step 1 of figure 5.1. The wss soap headers
could be used to carry the credentials in an interoperable way. Additionally, the
WwsP can establish a sso session with the wsc in the application protocol response
of step 6, for example by using the WS-Addressing endpoint references as discussed
in section 3.5.

If the wsc and wsp are to be developed as a closed system and no interoper-
ability to other implementations is needed, then even proprietary protocols can be
used in their communication in steps 1 and 6.

5.3.1 Benefits

The two-way authentication procedure solves the problems mentioned in section
5.2 by implementing the wsc’s operations in the wsp. This eases the wsc’s devel-
opment and hardware requirements. It also means that the wsp developer takes
responsibility—instead of the wsc developer—of producing trusted implementa-
tions of the wsc profiles in sAML and 1D-WsF protocols.

Additionally, the problem of choosing the right authentication mechanism
based on the RequestedAuthnContext (recall from section 4.2) does not exist, be-
cause the wsp implements both protocols.
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Using the two-way procedure, the wsp developer could easily specify the in-
clusion of credentials in the application protocol wspL. For a wsc developer, it is
much easier to comply with the wspL-defined protocol than to find and absorb all
the needed parts of saML and 1D-wsF specifications and bindings.

Furthermore, the whole two-way procedure does not use pa0os, which is not
very well supported in the soaP stacks today. It is also possible to use the two-way
procedure without any changes made in the wsiDP because regarding the wsipp,
the message exchanges are identical to the three-way procedure.

5.3.2 Security Considerations

The same security considerations apply to messages 2—5 in the two-way authenti-
cation procedure as to messages 3-6 in the three-way procedure, as discussed in
section 3.4, [SAML-sec-consider], and [1D-wsE-sec-draft]. Additionally, if the cre-
dentials are transferred unencrypted in message 1, the same security mechanisms
should be applied as with 1D-wsr SASLRequest messages, i.e. (at least) unilateral
ssL/TLs authentication should be used.

5.4 'Three-way Authentication without pAOS

If the client needs to be able to choose from more than one authentication method,
it would be feasible to use the ID-wsF authentication protocol directly between the
client and wsiDP and pass the resulting SAML assertion to wsp using the wss soap
header block. The wsp could then issue a samML AuthnRequest directly to the wsipp.
This kind of message flow is depicted in figure 5.2. It does not require PAOs either
and is supported by the wsipp as well.

Another reason for the client to use ID-wsF is an authentication mechanism
which requires the 1DP to issue challenges. This means more than one round-trip
in the 1D-wsF authentication protocol. Challenges are required to communicate
the oTP serial numbers in the KATsO mechanism in Ubilogin wsIiDp.

5.5 Unsolicited Authentication

The 1D-wsF specification suggests yet another message flow, in which the wsc issues
a SAML AuthnRequest instead of the wsp [1D-wsEF-authn, section 6.3.2.]. In the
request, the wscC’s entity 1D is declared as the issuer and the wsp’s entity 1D as the
requester ID in the scoping block.

This implies that the 1Dp must have a trust relationship with the wsc to be able
to verify the request’s xmMLDsig. Additionally, the wsp would have to accept an



5. INTEGRATING AN IDP IN A PRODUCTION ENVIRONMENT 40
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Figure 5.2: Message flow in three-way authentication without paos

unsolicited saML Response. This message flow is not currently implemented in
wsIDP, but could be easily supported. This message flow avoids the use of paos
too.

The unsolicited message exchange can be further simplified by accepting an
AuthnRequest without xMLDsig from the wsc (such as in listing 5.1). The 1pP will
issue a sAML Response with an ecp:Response element attached in the soap header.
The Response element indicates the wsp’s assertion consumer service URL for the
WSC.

To request a resource at the wsp, the wsc can attach the URL of the resource in
a RelayState header block on the samL Response message [sAML-profiles, section
4.2.3.7]. This way, no application protocol request is needed and the wsp can react
immediately upon the samL Response by issuing the application protocol response
to wsc, identically with steps 7 and 8 in figure 3.2.

5.6 Simple Authentication

As the last alternative, we present the simple authentication procedure. It is derived
from the two-way procedure by discarding the sAML protocol messages in steps
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Listing 5.1: A saML AuthnRequest message without XMLDsig

<SOAP:Envelope xmlns:SOAP="http://schemas.xmlsoap.org/soap/envelope/"”>
<SOAP:Header>
<Security
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd”>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”>
...</saml:Assertion>
</Security>
</SOAP:Header
<SOAP:Body>
<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion” ID="_4321"
IssueInstant="2007-03-09T07:43:142"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP” Version="2.0">
<saml:Issuer>https://wsc/</saml:Issuer>
<samlp:Scoping>
<samlp:RequesterID>https://service.foo.com/wspl</samlp:RequesterID>
</samlp:Scoping>
</samlp:AuthnRequest>
</SO0AP:Body>
</SOAP:Envelope>

four and five of figure 5.1. In the simple authentication, the wsp simply checks
whether the client’s credentials are valid or not by using the 1D-wsF authentication
protocol.

The same procedure could be conducted by the wsc. In that case, the wsc
would extract the sAML assertion from the SASLResponse message and attach it in
the application protocol message, e.g. using the wss soap header block.

In this model, the wsiDP never identifies the wsp and thus the samL assertion
is not targeted to the wsp. Thus, the assertion does not contain any attributes or
other identity information from Ubilogin’s identity sources that are configured to
be revealed to this wsp. The assertion simply serves as an answer to the question:
“Are these credentials valid or not?”

Since the wsp is not identified, the wsiDP can not provide authorization nor
access control. Furthermore, the SAML protocol is required for more complex use
cases such as federation and delegation which can not be achieved by simple au-
thentication.

5.7 Which Procedure to Use?

Is there any reason to use the three-way authentication procedure as described in
the specifications? The answer is yes: not all use cases can be easily solved using
the two-way procedure.

The use of sAML in wsc is justified if the wsc wishes to identify itself to more
than one wsp using the same 1pP. If the three-way authentication procedure is
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used, the IDP can offer a sso session between the wsps as discussed in section 3.5.
The three-way procedure also enables a set-up where the wsIDP is situated in an
intranet while the wsps reside in a remote network and can not thus access the
wsIDP directly.

A summary of the requirements and drawbacks of different authentication pro-
cedures is given in table 5.1.
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Chapter 6

Conclusions

In the three previous chapters, we presented the essentials of the Ubilogin wsipp
implementation, limitations of the implemented specifications, and alternative
procedures for integrating wscs and wsps with wsipp. In this chapter, we con-
clude the major outcomes of the previous chapters: how did the used tools suit
for implementation and how well did the chosen specifications serve our needs?
Additionally, we present a wsp in production as a case example of the needs and
requirements of integration.

6.1 The Tools

As wsIDP was to be integrated in Ubilogin, it was a natural choice to use the existing
libraries and development framework. Initially, the used version of Java language
was 1.4.2. The built-in XML tools of Java—the xML parser along with a bom and sax
implementation—are mature and stable. For our needs, a plethora of additional
libraries was found through e.g. the Java Web Services Development Pack (yjwspp),
Apache Foundation, and Bouncy Castle (crypto Apis)'.

The specifications of the implemented protocols, SAML 2.0 and 1D-WSF 2.0 draft
1, contained the normative xML Schema definitions but no wspL service descrip-
tions. We considered building wsipp on Apache Axis, but found it cumbersome to
use and decided to build the Web service processing in standard Java servlets using
and extending saaj when needed. The protocol stacks were built using jaxs 1.1,
poM, and the Apache xML Security library as explained in section 3.3.

As discussed in section 3.3.3, using JaxB together with the Apache xML Secu-
rity library’s xMLDsig implementation was challenging but successful. In general,
succeeding in using jaxB depends heavily on the way the xsps are written. The
SAML protocol and assertion schemata are concrete enough and allow content from

*http://www.bouncycastle.org/

44


http://www.bouncycastle.org/

6. CONCLUSIONS 45

other namespaces only in a few elements. Thus, the classes generated with xjc were
strongly typed as well and fit for use.

The experiences with building xmL abstractions with pom were to the con-
trary. As discussed in section 3.3.2, DoM was considered more laborious to use
and caused more problems than jAxB. saaj caused probably more problems than
offered advantages.

Later on, the ubisaml2 implementation was upgraded to use jaAXB 2.0 and Java
1.5. JAXB 2.0 generated more usable interfaces, because Java 1.5’ generics enabled
collections with a stronger typing.

Future Development In addition to JAXB 2.0, other new tools for building Web
services—such as Axis2 v1.1.1 and Jax-ws 2.0—have emerged during the last year.
These tools would need reviewing during the future development of wsipp.

The final version of 1D-wsF 2.0, published in October 2006, was accompanied
with a wspL service description. The use of wspL together with Axis2 should be
considered when wsIDP is upgraded to implement the final version.

Additionally, the Shibboleth OpensamL? 2.0 and openLiberty® 1D-wSsF 2.0 im-
plementations are still under heavy development but are very interesting to follow,
at least for interoperability testing.

6.2 The Specifications

In section 3.1, we set the goal for Ubilogin wsipp implementation to be a standards-
based Web service login interface and to integrate into the existing Ubilogin imple-
mentation. The background for this goal was the need to facilitate the development
of Web services applications in environments where Ubilogin is used for Web ap-
plication authentication.

How did the selected specifications meet the goals?

6.2.1 saAmML 2.0

sAML authentication request protocol has a very similar foundation as our use
cases: a SP, known by the 1DP in advance, issues an authentication request to iden-
tify a Principal and establish a security context. Thus, the protocol served us well.

Some saAML concepts, such as the trust model and authentication contexts, were
new to Ubilogin and required considering and deciding how to implement them as

2http://www.opensaml.org/
3http://www.openliberty.org/


http://www.opensaml.org/
http://www.openliberty.org/

6. CONCLUSIONS 46

discussed in section 3.3.1. The most difficult problem concerning the implemen-
tation was the lack of a well-defined trust mechanism as we did not opt for using
PKI (see section 4.3).

Regarding the deployment of wsps and wscs, the biggest challenge proved to be
the requirement of using PA0s in the communication between a wsp and wsc. This
reflects the foundations of sAmML in Websso, where the HTTP POsT redirects—or so
called client redirects—can be used instead of PaOs.

PAOS was one of the challenges that we tried to tackle with the alternative au-
thentication procedures presented in chapter 5. The procedures include relegating
the Ecp role to wsp (two-way procedure and three-way procedure without pA0s)
and presenting an unsolicited sAML response to wsp. Even discarding sAML com-
pletely was considered in simple authentication, in section 5.6.

6.2.2 1ID-WSF 2.0

The actual identification of the Principal is not defined in samL, so we decided to
use the 1D-wsF 2.0 authentication protocol to accomplish that. The protocol is an
extension of sASL. The sAsL specification provides for one of the two implemented
authentication mechanisms, the PLAIN mechanism. We specified the other mecha-
nism, KATSO, as a SASL mechanism ourself (see appendix A). The kaTso challenges
could not have been implemented with wss.

ID-WSF seemed a suitable protocol to implement alongside samL, because Lib-
erty has participated in the samL development in 0as1s. Furthermore: 1D-wsF uses
SAML 2.0 as one of its building blocks and even profiles the 1D-WSF sso service on
saML. However, the protocols do not co-operate quite seamlessly during the initia-
tion of authentication and choosing of the authentication method and mechanism,
as noted in sections 4.1 and 4.2.

The Liberty 1D-wsF is actually a framework for intelligent clients (dubbed Luap-
wscs) to authenticate, request service resources from 1D-wsr Discovery Service,
and manage their own identity data and its propagation to wsps with 1D-wsk Data
Service Templates. Cahill presents an example of such a deployment, the AoL’s ra-
dio application in [Liberty-overview, pages 12—21]. This kind of intelligent client
is far from the typical wscs in Ubilogin wsiDp use cases. For us, the typical wsc is
strongly oriented towards one wsp and does not implement a heavy 1pD-wsF proto-
col stack.

Although we implemented the required mechanisms successfully and co-
operation between saAML and ID-wSF was possible, implementing HTTP authenti-
cation as an alternative authentication protocol should be considered (see sections
3.2.3 and 4.1 for more discussion). Nevertheless, support for ID-wsF might be cru-
cial in the future when the liberty-aware intelligent clients are available for complex
use cases like AoL radio, federation and delegation (see sections 7.2.1 and 7.2.2).
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6.3 Integration in a Production Environment

As of writing, Ubilogin wsipP has been installed in few environments and also
placed into production. However, to the best of our knowledge, there exists only
one case (presented below), in which the integration is designed to be carried out
as specified in SAML and ID-WSF, i.e. using the three-way authentication procedure.

In the other integration cases, the alternative methods presented in chapter
5—such as two-way and simple authentication—were used. The reasons to this
outcome lie in the fact that the authentication protocols pose too big requirements
for the wsp and especially for the wsc in comparison to the requirements of the ap-
plication protocol between them, just as it was discussed in section 5.2. A concrete
example of this is discussed in the case example below.

A wsp Case Example The Finnish National Board of Taxes has developed TaMo
software that provides checking, fixing, and sending of e.g. tax return forms. The
two interfaces, WebTaMo for browsers and ApiTaMo for Web services applications,
are introduced in [ApiTaMo]. They both act as service providers and use the Tun-
nistus.fi* as the 1P for authentication.

ApiTamo can be accessed with soap and requires authentication in the wsipp
application of Tunnistus.fi. The message flow is quite similar to the three-way au-
thentication presented in figure 3.2 with the addition of saML attribute query mes-
sages between the wsp and Karva attribute authority. The exact ApiTaMo message
flow is depicted in [ApiTaMo, page 8].

In the simplest form, the message exchange comprises of 10 messages. Two of
the messages apply 1D-wsF authentication protocol, four messages saML authenti-
cation request protocol, two messages SAML attribute query protocol, and the last
two the ApiTaMo application protocol. If the Katso oTp authentication method
is used, it is possible that two additional 1D-wsF messages are required to com-
municate the oTP challenge and the oTp itself. There can also be two subsequent
messages for the ApiTaMo protocol.

In ApiTaMo, the authentication plays the biggest role in the message exchange
with 6 messages altogether. As of writing, it is unknown, whether there exists any
wscs in production that utilize ApiTaMo according to the presented message flow.
If there are ApiTaMo wscs that do not use wsIDP to authenticate to any other ser-
vice, it is indeed worth asking: Is this the best way to integrate? Should another
authentication procedure be used or perhaps entirely different authentication pro-
tocols?

4Tunnistus.fi is a joint service for citizen authentication in Finland, run by the Finnish National
Board of Taxes, Ministry of Labour, and Social Insurance Institution.



Chapter 7

Discussion

In this chapter, we conclude the thesis by first discussing the present situation of
other authentication specifications and the possibilities of the convergence of the
standards. Then, we discuss the future needs of our wsipp implementation and
some of the more elaborate use cases the standards enable, namely federation, del-
egation, and also sharing the session with Websso.

7.1 Other Specifications

In section 3.2.2, we mentioned WS-Federation as an alternative protocol for re-
questing and mediating security tokens. The interest in WS-Federation, and the
underlying WS-Trust, originates from the fact that they are the building blocks of
the Microsoft Identity Metasystem. In practice, this means that Microsoft’s prod-
ucts such as ADFs and CardSpace interoperate with third party software using e.g.
WS-Trust for communication.

In fact, Microsoft Internet Explorer 7 features a CardSpace plugin that imple-
ments parts of WS-Trust and wss as defined in [InfoCard] and operates as a wsc.
The plugin is installed in all Windows xp and Vista machines through the Windows
Update.

Although CardSpace is designed to solve the security problems of Websso au-
thentication, it is possible to use the same software components to protect Web
service applications as presented by Bustamante in [Busoy]. In the article, Busta-
mante shows how to use the WS-Federation components from the Microsoft Win-
dows Communication Foundation (wck), which is part of the .NET Framework 3.o0.
There are a great deal of other ws-* languages covered in wck in addition to WS-
Trust. This underlines the importance of support from big software companies for
the success of a XML language specification.

Sun Microsystems builds interoperability software for the most important
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ws-* languages in an open-source project called Web Services Interoperability
Technology (wsiT)'. The goal for Sun is to interoperate with Microsoft wck.

Convergence of Standards? sAML 2.0 was a big and praised step for convergence
of identity specifications (see figure 2.2). It accomplished to unify the extensions
defined in Liberty 1p-FF and Shibboleth OpensaML as a specification that would
satisfy the needs of both Liberty and Shibboleth. Although the ws-* specifica-
tions have utilized sAML 1.x assertions, Microsoft, 1BM, et al. have specified the
WS-Trust and WS-Federation languages that provide mostly overlapping proto-
cols with saML.

On March 19th 2007, a draft charter [WsrFED-charter]| was submitted to estab-
lish wsrED Technical Committee (TC) in 0AsIs for WS-Federation standardization.
The charter mentioned samL as “Similar Work” in the non-normative section, but
ignored unfortunately WS-Federation’s overlap with sAmL 2.0.

Certifying WS-Federation as an oasis standard as it is would further reduce the
possibilities to converge the two existing, major identity specifications, saML and
WS-Federation. Developing and sustaining two incompatible protocols complicate
interoperability between different software vendors and cause more than twice the
expenses for the implementation and further development of identity software.

It will remain interesting to follow what will be the outcome of the wsreD 1C’s
work and how it will affect on the discussion on protocol convergence.

7.2 Future Work

The next obvious step for Ubilogin wsipp would be to update the 1p-wsF authenti-
cation protocol implementation to support the final version. Another interesting
future goal would be participating in the Liberty interoperability testing program
for sAML and 1D-WSEF protocols.

Only through interoperability, can complex use scenarios such as federation
and delegation be achieved. However, the exact definitions for federation and dele-
gation are not too precise in saAML and Liberty specifications and the exact meaning
usually depends on implementation. Implementing such use cases would require
turther specifications on how to deploy the standardized protocols.

Below, some advanced use cases—which were out of scope in this thesis—are
presented.

"http://java.sun.com/webservices/interop/
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7.2.1 Federation

Liberty defines identity federation as “creating associations between a given sys-
tem entity’s identifiers or accounts” [Liberty-glossary, page 10]. saML technical
overview further refines that “partner services” use federation “across organiza-
tional boundaries” [sAML-tech-overview, section 1.1].

As the definitions are not very strict, federation can be understood as a variety
of different concepts. In the broadest sense, sso and all distributed authentication,
i.e. when the IDP and sp are separated, can be understood as federation.

In a stricter definition, federation means the distribution of identity informa-
tion between two or more IDPs. A user with a federated identity can use the same
$s0 session to access several sps even though the sps do not trust the same 1pp. The
IDPs are required to have a trust relationship and a common protocol for commu-
nication, e.g. SAML.

sAML technical overview presents different concepts and use cases of federation
in Websso [saML-tech-overview, section 4.4]. The implementation of such use
cases is facilitated with HTTP redirects, client redirects (HTTP POST initiated with
JavaScript), and the uniform support for cookies in Web browsers. Additionally,
this makes federation usually unperceivable for the end user.

Implementing federation in Web services would require more elaborate speci-
fications than what saML and 1D-wsF today provide. Instead of the redirect tech-
niques, pA0s would be needed to accomplish authentication requests between
several 1DPs. Another, perhaps a more viable, solution would use backchannel
for communication between 1DPs, similarly with the communication of wsp and
wsIDP in the two-way authentication procedure.

7.2.2 Delegation

Whereas federation provides means for a wsc to use sps in different trust realms;
trough delegation, a wsc can access wsps on behalf of a Principal or another wsc.
Delegation means the propagation of identity without the need for a wsp to trust
an IDP from another trust realm as long as the 1pps have a trust relationship. An
example of delegation can be seen in use cases 1 and 2 of figure 2.1.

Cantor presents the Authentication Request Delegation Profile for saML in a
draft paper [samL-delegation]. The Liberty 1p-wsF Security Mechanisms specify
provider chaining to further facilitate complex delegation use cases [ID-WSE-sec,
section 7.3.] [ID-wsE-sec-sAML, chapter 6.].

According to Cantor’s paper, the sp-a in figure 2.1 would act as the delegate sp.
This means that it presents the identity of User A to the wsiDP instead of its own
identity. This can be accomplished through a holder-of-key subject confirmation
in the sAML assertion issued by the 1DP.
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The subject confirmation “provides the means for a relying party to verify the
correspondence of the subject of the assertion with the party with whom the relying
party is communicating” [SAML-core, 2.4.1.1].

The sp-a’s public key is included in the subject confirmation. sp-a proves the
ownership of the key by signing the samL AuthnRequest message issued by wsp
when sending it to the wsipp. The content of the messages is depicted below.

Assertion
Holder-of-key

g%s@m

AuthnRequest

KSP-a

IDP 1.

SOAP

%nRequest

Ass
% SigSP-a

Figure 7.1: Messages and their flow in delegation

—» WSIDP

This kind of use case is portrayed to be frequent among mobile operators. The
operators have a wide customer base as well as existing solutions for identifying
the users. Nevertheless, standardized protocols are needed to establish a delegation
use case in which an operator provides a portal service that needs to fetch further
information from a back-end system that resides possibly in another trust realm.
In the telecom world, the operators have formed trust and business relationships
in advance to enable roaming, thus facilitating identity federation and delegation.

7.2.3 Shared Session with Websso

Today, many desktop applications, such as Adobe Reader and Microsoft Word, are
able to fetch documents from network using simple HTTP GETs. If the documents
are situated in a sp where the user has a login session, cookie-based sessions do not
propagate to the application and access to the resources is blocked. This problem
could be solved by specifying a method for sharing session between ws and Websso
and by implementing wsc functionality in the HTTP-aware applications.

However, as noted in section 3.5, the session handling is not specified in saAML
nor 1ID-wsE specifications. This means that all session-related solutions are ulti-
mately implementation specific challenges.
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A possible solution for shared session would use persistent cookies, which can
be shared between Microsoft Internet Explorer and .NET applications. This solu-
tion, however, is rather limited as it is tied to only one platform.
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The Katso SASL Mechanism

Abstract

Katso SASL mechanism is a strong authentication method which is
based on a used id, password and one time password. This
specification defines the KATSO SASL mechanism which can easily
be implemented in various applications.

1. How to Read This Document
The key words "MUST”, "MUST NOT”, "REQUIRED”, "SHOULD”, "SHOULD
NOT”, "RECOMMENDED” and "MAY” in this document are to be
interpreted as defined in "Key words for use in RFCs to

Indicate Requirement Levels” [KEYWORDS].

This document assumes the reader is familiar with SASL [SASL].

2. Intended Use
The KATSO SASL mechanism extends the [PLAIN] SASL mechanism and

provides thus a stronger mechanism for use in applications where
the plain mechanism is not secure enough.
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This SASL mechanism provides means for integrating KATSO into the
SASL-enabled ID-WSF Authentication Service [ID-WSF-AUTHN].

3. Authentication Procedure
The mechanism consists of one or two client messages with their
corresponding server responses. All client messages MUST contain

three fields separated by a US-ASCII NUL character:

1) the authentication identity (identity whose password will be
used)

2) the clear-text password
3) the one time password (OTP)

Upon receiving a message from client the server MUST proceeded as
follows:

a) The server will verify the authentication identity from the
system authentication database.

b) If the verification did not succeed, the server will abort the
mechanism.

c) If the authentication identity verification succeeds, the
server tries to verify the password and the OTP.

d) If the password and the OTP are correct, the server will end
the mechanism with an "0K” message signaling that the user is now
logged in.

e) If the password is not correct, the password is missing, the
OTP is missing, or the OTP is not correct the server MUST choose
between these two actions:

- it will either send a challenge that contains the serial number
of the correct OTP

- or it will abort the mechanism.

f) In case the server send a challenge message to the client, the
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client SHOULD respond with another three fielded message and the
server MUST begin the processing at step a).

3.1. Character sets
US-ASCII printable characters are preferred, although UTF-8 [UTF-8]

printable characters are permitted to support international names.
Use of character sets other than US-ASCII and UTF-8 is forbidden.

4. Examples
4.1. Plain Text Style

Here is an authentication example in a plain text style containing
correct authentication identity, password and OTP fields in the
client message:

C: AUTHENTICATE "KATSO”

C: john<NUL>verysecret<NUL>001122
S: OK

In the next example the password field is correct but the OTP field

is empty.

C: AUTHENTICATE "KATSO0”

C: mary<NUL>alsosecret<NUL>

S: 31

C: mary<NUL>alsosecret<NUL>923487
S: OK

4.1. SASLRequest Style

Here the latter example is given as the XML-data which is used in
the SASLRequests and SASLResponses of [ID-WSF-AUTHN]. Note that
[ID-WSF-AUTHN] requires for the data to be base64-encoded.

Client:
<sa:SASLRequest xmlns:sa="urn:liberty:sa:2004-04"
sa:mechanism="KATS0">
<Data>bWFyeQBhbHNvc2VjcmVOAA==</Data>
</sa:SASLRequest>
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Server:
<sa:SASLResponse xmlns:sa="urn:liberty:sa:2004-04"
sa:serverMechanism="KATS0">
<sa:Status code="Continue”/>
<Data>MzE=</Data>
</sa:SASLResponse>

Client:
<sa:SASLRequest xmlns:sa="urn:liberty:sa:2004-04"
sa:mechanism="KATS0">
<Data>bWFyeQBhbHNvc2VjcmVOADkyMzQ4Nw==</Data>
</sa:SASLRequest>

Server:
<sa:SASLResponse xmlns:sa="urn:liberty:sa:2004-04"
sa:serverMechanism="KATS0">
<sa:Status code="0K"/>
</sa:SASLResponse>
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